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Survey methodology (1/2)

Online survey conducted between 14 and 18 September 2023.

Sample of 1,033 respondents representative of the French population aged 18 and over.

"f;)} Quota method and adjustment applied to the following variables: respondent’s gender, age, socio-professional
@ category and region.
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Survey methodology (2/2)

Help with interpretation of the detailed results

X4

The figures presented are expressed as a percentage.

X4

The figures in italics are those that appear significantly above the average.

X4

We distinguish three income brackets in this report:
% Low income : net monthly household income less than €2,000
++ Middle income: net monthly household income of between €2,000 and €4,000
%+ High income: net monthly household income above €4,000

&

% The changes are presented in relation to the results of the previous survey, conducted from 14 to 15 September 2022, on a sample of
1,014 respondents representative of the French population aged 18 and over.

Significant changes are indicated in this report, i.e. at least A +3pts or ¥-3pts compared with that previous wave.
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Confidence interval

The confidence interval (sometimes called “margin of error”) is used to determine the confidence that can be attributed to a value, taking into account the observed value and sample
size. Although calculation of the confidence interval concerns surveys carried out using the random method, it is generally accepted that it is close for surveys carried out using the
guota method.

Sample size 5% or 95% 10% or 90% 20% or 80% 30% or 70% 40% or 60%

100 interviews 4.4 6.0 8.0 9.2 9.8 10
200 interviews 3.1 4.3 5.7 6.5 6.9 7.1
300 interviews 2.5 35 4.6 5.3 5.7 5.8
400 interviews 2.2 3.0 4.0 4.6 4.9 5.0
500 interviews 2.0 2.7 3.6 4.1 4.4 4.5
600 interviews 18 2.4 3.3 3.8 4.0 4.1
800 interviews 15 2.1 2.8 3.2 3.4 3.5

I 1,000 interviews 1.4 1.8 2.5 2.9 3.0 3.1 I

2,000 interviews 1.0 1.3 1.8 2.1 2.2 2.3
3,000 interviews 0.8 11 15 1.7 1.8 1.8
4,000 interviews 0.7 0.9 1.3 15 1.6 1.6
6,000 interviews 0.6 0.8 1.1 1.3 1.4 1.4

. Interpretation aid: for a sample of 1,000 people, if the percentage measured is 10%, the margin of FEDERATION
toluna+ Rl?é:gctive error is 1.8. There is therefore a 95% chance that the actual percentage will be between 8.2% and /I BANCAIRE
11.8% (plus or minus 1.8 points). FRANGAISE 5




The French are aware of the sensitive nature of their
personal data, despite a decline in concern and mistrust



A large majority of French people consider their bank details and ID card/passport numbers to be sensitive, a long way ahead of
other personal data. Scores are stable overall compared to last year’s results.

Please select which of the following personal data you consider sensitive.

- To everyone, as a % -

Reminder of 2022

Your bank details (username, password, bank 87
details, IBAN, bank card number) 89

Your photo 51 50

42 44

Your postal address

42 44

Your last name and first name _ 40 38

You do not consider any of this data to be
sensitive

Your email address

I
w
w
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Almost 9 out of 10 French people consider their banking data to be sensitive. A perception that

increases with age and income level of respondents

Please select which of the following personal data you consider sensitive.

- To everyone, as a % -

87%

By age

18to 24 25t034 35t049 50to 64 65

years old years old years old years old years old...

tOthG* \) R\?g;igctive

of French people consider their banking data to be sensitive

By income level

Low income Middle income High income
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While the majority of French people are unwilling to share their personal data physically and even less so remotely,
this mistrust has fallen slightly for remote sharing

In general, are you reluctant to disclose all or part of this personal data?

- To everyone, as a % -

PHYSICALLY REMOTELY

(via the internet, email, telephone or text
message)

Reluctant: 64%

Women: 68%

Reluctant: 84% W -4pts

65 years old and over: 88%
Reminder of 2022: 65%

Reminder of 2022 88%

‘ Not reluctant: 14% o

Not reluctant: 34%

Very reluctant
Somewhat reluctant

Not very reluctant

Not at all reluctant
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A large majority of French people still say they are concerned about possible attacks on their personal data and almost a third
even express strong apprehension, despite a slight fall compared to 2022

Overall, would you say you are concerned about the following situations or not?

- To everyone, as a % of “Concerned” -

Reminder of 2022

W -3pts

85 4' 50 years old and over: 88

Identity theft from the hacking of your personal 89%

data

65 years old and over: 86

Possible attacks concerning your banking data 88%

(account hacking, personal data, etc.)

Possible scams on the internet and social
media (mirror sites/fraudulent sites, fake
promotions, etc.)

= Concerned = Of which: Extremely concerned
* harris FEDERATION
toluna interactive -/I 522321555 10



Cyberprotection practices remain widespread, despite a
slight easing observed



A majority of French people state that they most often apply precautionary measures when browsing the internet, particularly reading
security messages from their bank, checking the security features of websites or looking for information about sites before making an online
purchase. There has been an overall decline in these various practices, however

For each of the following actions, please indicate whether you carry them out often, rarely or never.

- To everyone, as a % - . .
Very or fairly Reminder of
often 2022

Read the security messages sent by your bank or
W -5pts

Check the security features (padlock, URL address,
etc.) of the websites you visit

Find out more about the site before making an online

purchase (via consumer associations, online reviews, 68 74
etc.) W -6 pts
Read the general terms and conditions of sale, delivery
guarantees or reimbursement conditions when you 51 58
make a purchase on the internet V-7 pts
= Very often » Fairly often = Rarely = Never No opinion
. The people most concerned about possible attacks on their personal data are FEDERATION
x* harris i BANCAIRE
toluna interactive those that take the most precautions. pe .
FRANCAISE



While the vast majority of French people with online access to their bank account indicate that they have an exclusive password
to access that account, this trend is down compared to 2022. In addition, nearly two-thirds of them state that they always change
their password regularly and a quarter record their banking data on online sales sites

Regarding your confidential banking data:

- To those who access their bank account online, as a % -

Remin
88% of French people access their bank account € de
online (website or mobile app) Yes r
2022

You use an exclusive and specific password to access
other sites or apps VW -5 pts
You save your username and password on your bank’s

= Oui, tout a fait = Oui, plutot = Non, plutét pas = Non, pas du tout Ne se prononce pas

- Men and young people say they are more likely to save their banking data on online
shopping sites to save time
- Those most concerned about possible attacks on their personal data are more likely to use /I FEDERATION
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When making an online purchase, two-thirds of buyers say they prefer to use their bank card, mainly by entering
payment information, a stable level compared to a year ago

When you make a purchase over the internet, which payment method do you prefer to use?
Only one answer possible

- To online shoppers, as a % -

92% of French people say
that they shop online

Reminder of 2022

Your bank card by entering payment information _ 48 49
Bank card:

62%
Your bank card, having saved your payment information in your - 14 14
browser/on e-commerce sites Reminder of 2022: 63%
An e-card or virtual card, dedicated to online purchases 16
Another means of payment offered by the e-commerce site (e.g. Paylib) 21

Men, people under 35, SPC+ and high-income households are the ones who use their credit

card most as an online payment method FEDERATION
BANCAIRE

FRANCAISE
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A variety of behaviour and responses when faced with
attempted scams



A large majority of French people say they have heard of these various scams, but only half of them say they know exactly
what they involve

Have you heard of the different types of scams below?

- To everyone, as a % - - New question -

Men: 90%
I 57— 65 years oid and over:
SPC+: 92%

T
K

T e ——
I -0

Men: 85%
B 0 — Yo,
—  E
Men: 74%

SPC+: 77%

m Have previously heard of them m of which: Know very well what they involve
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Phishing, i.e. when a fraudster sends you a message pretending to be a known
organisation

Fake bank advisor fraud, i.e. when a fraudster pretends to be a bank advisor in order
to retrieve your banking data

Romance or friendship fraud, i.e. when a fraudster uses a false identity on a social
media or dating site and establishes a romantic/friendly relationship with you and then
asks for financial help

Ransom malware or ransomware, i.e. when a fraudster blocks access to your devices
or files and demands a ransom in exchange for restoring that access

Loan fraud, i.e. when a fraudster pretends to be a bank and offers you a loan at a very
attractive rate, with the requirement that you pay immediate administrative fees or a
sum of money



Faced with a suspicious message, half of French people say they ignore it, while the other half reads it or forwards it, figures
similar to those measured a year ago. The elderly continue to be the group that ignores this type of message the most.

When you receive a message (by emalil, internet, text message, etc.) containing an attractive offer, a reimbursement proposal or alerting you to suspicious movements on your account, for
example, what is your most frequent reaction? Only one answer possible

- To everyone, as a % -

Reminder of 2022

You don’t read the message, even if it means

missing something important 50 Views or forwards the

mesSage. 49%

You are curious and tend to read the message but

do not follow up 24 Reminder of 2022: 49%
You don'’t pay any attention, you see these 12 10
messages without paying attention to them

You are curious and sometimes you respond or
provide the requested information (e.g. to get more
information)

You send this message to a loved one to ask what
they think or because it might interest them

(00)

~
w
<
[<}]
(o]
(¢}

41 &

18to24 25t034 35t049 50 to 64 65 years old

. yearsold yearsold yearsold yearsold andover
No opinion 1
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Only 1in 5 French people respond to each of the requests received online. When they receive a call from their bank
inviting them to carry out remote transactions, almost a quarter say they respond, a proportion down on last year

Do you usually respond positively or not to the following requests?

- To everyone, as a % -

res aleest Reminger
time of 2022

T araion e 4.5 B o o i v
When you receive an email or text message from your bank igl\ilci:tlingny:lfi r:E 4 20 19
When you receive an email offering you a very profitable arilr?vreizlt(r-r]:reenet Hn 4 15 15

When you see an advertisement on social media inviting you to click to 10
take advantage of an offer

m Yes, always m Yes, most of the time Yes, but rarely = No, never No opinion
. : : . FEDERATION
t I N x harris Young people and those with the lowest incomes say that they are more likely to BANCAIRE
oluna u Interactive respond to the various demands. FRANCAISE 18




For two-thirds of French people, faced with a request from their bank that they consider dubious, their first instinct is to
contact their banker, while a third first prefer to search for information themselves via official websites

You receive a text message, email or call from your bank that you think is suspicious. Usually, how do you react?
Multiple answers possible

- To everyone, as a % -

Reminder of 2022

65 years old and over:
You contact your banker 66 —] 83% 67
High income: 73%
You look for information on official websites (e.g. Info I Men: 33%
Escroqueries) before answering them - 30 35-49 years old: 37% 32

W -3 pts
You answer to check whether or not it is a scam 4| Under 35 years old:

You contact a friend or relative . 8 4| ;Jg;er 35 years old: 7
0

No opinion

1
. FEDERATION
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Half of French people say they have already been faced with an attempted bank data scam and 8% say they have not
been able to avoid it, levels that are stable since last year. Exposure to this risk remains more frequent among young
people

Have you ever been the victim of an attempted banking data scam via internet, telephone, email or text message?

- To everyone, as a % -

Yes: 52%

Reminder of 2022:
51%

a7 43
18to24 25t034 35to049 50to 64 65 years
years old years old years old years old  old
and over
= No, never
= Yes, but you have been able to detect and avoid fraud attempts
m Yes, and you have actually been scammed by a fraudster
R FEDERATION
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Contacting your bank and blocking transactions are the first responses after a bank data scam, while changing the
password is a long way behind

After you became aware of this scam, what were your first three responses?

- To those who have already been actually scammed by a fraudster, as a % - - New question -

You contacted your bank to notify it

You blocked your card/bank account via your bank’s app or website

You changed your online banking access password and/or updated your equipment
(telephone, computer, etc.)

You filed a complaint

m Among the first three responses m of which: the first response

* harris /I FEDERATION
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Contacts

Please note that any dissemination of these results must be accompanied by the following technical elements:
the name of the institute, the name of the party that commissioned the study, the survey method, the
completion dates and the sample size.

Follow news from Harris Interactive at:

www.harris-interactive.com Facebook Twitter LinkedIn

Harris Interactive contacts in France:
Jean-Daniel Lévy — Deputy Director — Political and Opinion Strategies — 01 44 87 60 66 — jdlevy@harrisinteractive.fr
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http://www.harris-interactive.fr/
https://www.facebook.com/Harris-Interactive-France-123849054376099/
https://twitter.com/harrisint_fr
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